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Ashcroft Can Be in Your Computer 

The FBI’s Magic Lantern 


Before being confirmed for the Supreme 
Court, Louis Brandeis was known as the 
People's Lawyer because he was pro-labor and 
fought monopolies and trusts. It took months 
before the Senate agreed to put this "Radical" 
on the court as the first Jew in its history. 
Brandeis was particularly passionate about 
the right to privacy, and one of his dissents 
on that issue foresaw the Bush-Ashcroft 
administration's ominous assaults on that 
right. 
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v. U.S., came before the Court. A majority of 
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Brandeis, who was widely read and suspicious 
of government's overreaching tentacles, 
wrote prophetically that "in the application of 
a constitution, our contemplation cannot be 
only of what has been, but of what may be. 
The progress of science in furnishing the 
government with means of espionage is not 
likely to stop with wiretapping. Ways may 
some day be developed by which the 
government, without removing papers from 
secret drawers, can reproduce them in court, 
and by which it will be enabled to expose to a 
jury the most intimate occurrences of the 
home. . . . Can it be that the Constitution 
affords no protection against such invasions 
of individual security?" 
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Brandeis could not anticipate the advent of 
the computer and the Internet, but his 
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reported last December 12, the FBI has asked 
"Internet service providers to install 

technology in their networks that allows 
officials to secretly read e-mails of criminal 
investigation targets." That molestation of 
privacy was called "Carnivore." But the FBI 
has developed an even more insidious device 
to obtain "the most intimate occurrences of 
the home"—and office. _ 

4F % 

Beware of "The Magic Lantern." Under the "sneak and peek" provision 
of the USA Patriot Act, pushed through Congress by John Ashcroft, 
the FBI, with a warrant, can break into your home and office when 
you're not there and, on the first trip, look around. They can examine 
your hard drive, snatch files, and plant the Magic Lantern on your 
computer. It's also known as the "sniffer keystroke logger." 

Jim Dempsey, deputy director of the Washington-based Center for 
Democracy and Technology, tells me that you have to be remarkably 
computer-savvy to detect the presence of the Magic Lantern in some 
crevice in your computer. 

Once installed, the Magic Lantern creates a record of every time you 
press a key on the computer. It's all saved in plain text, and during 
the FBI's next secret visit to your home or office, that information is 
downloaded as the agents also pick up whatever other records and 
papers they find of interest. 

Dempsey, who has been my guide to increasingly invasive technology 
for years, points out that this new version of J. Edgar Hoover's "black 
bag jobs" is not subject to the "sunset" clause of the USA Patriot Act, 
which requires Congress to review in four years much of the rest of 
that law to see if Ashcroft went too far in dismantling the 
Constitution. These legal break-ins, including the use of the Magic 
Lantern, are not limited to investigations of terrorism but are now 
part of regular criminal investigations. 

By the way, in case you might be just musing at the computer- 
typing in thoughts or theories you don't intend to send—the Magic 
Lantern will capture those strokes, too. 

Under previous law, the FBI had to let you know right away when 
they've made these uninvited visits in your absence, and tell you 
what they've taken. The agents may have gone to the wrong address, 
which is not unheard of, or gotten a bad lead, or manifestly exceeded 
their authority. On being given swift notice of the FBI's burglaries, 
you could quickly challenge the search. 

But under the USA Patriot Act, the FBI can go to a judge and get 
permission for a "delayed notice" of up to 90 days. Moreover, during 
this open-ended Justice Department war on terrorism, the FBI can 
keep going to court for further "delayed notices," since part of these 
secret searches may ostensibly be concerned with terrorism. 

And, Jim Dempsey notes, if they don't find anything the first and 
second times, they can keep breaking into your home or office until 
they come across a smoking gun. Eventually, they'll have to tell you 
they’ve been there. 
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But Justice Brandeis predicted that the government one day would be 







able to remove private materials without physically having to go into 
your home or office. Well, never underestimate the capacity of 
advancing technology to further diminish what little is left of your 
privacy. 

Reuters also has reported that the Magic Lantern would allow "the 
agency [the FBI] to plant a Trojan horse keystroke logger on a 
target's PC by sending a computer virus over the Internet, rather 
than require physical access to the computer as is now the case." 

The Reuters December 12 story quotes the FBI as claiming the Magic 
Lantern "is a workbench project" that has not yet been deployed. But 
I have a copy of a May 8, 1999, application to a United States District 
Court in New jersey from a U.S. Attorney in that state at the time, 
Faith Hochberg. It authorizes a "surreptitious entry" to search and 
seize "encryption key related pass phrases from [a] computer by 
installing a specialized computer program . . . which will allow the 
Government to read and interpret data that was previously seized 
pursuant to a search warrant." 

The application also asks permission for the FBI or its delegated 
entities to enter the location "surreptitiously, covertly, and by 
breaking and entering, if necessary"—and "as many times as may be 
necessary to install, maintain and remove the software, firmware or 
hardware." 


So a precursor of the Magic Lantern was in use back then—under 
Clinton's FBI—and it is Jim Dempsey's belief, and mine, that the 
state-of-the-art Magic Lantern is now in the field, among us. The FBI 
already told Reuters in December that it uses keystroke loggers. So 
beware of what you stroke. 


Read more of the Voice's coverage of the attack on civil liberties in 
post-September 11 America. 
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Bush's new world order dismissed as sham 

NICK PETERS IN WASHINGTON AND IAN MATHERS 
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•The US would like to make Russia friendly without really giving anything to the Russians," said Fiona Hill, a Russian 





analyst at the Brookings Institution. 


Even the centrepiece of the summit - the nuclear arms reduction deal - is not a high priority for the world at a time when 
the threat from terrorists carrying suitcase-sized nuclear bombs is much more credible. 

What America really wants is the end of Russian sales of nuclear technology to Iran, part of Bush's "axis of evil". 

Equally badly, Putin needs American favours to accelerate the Westernisation of his country's feeble economic system. 
He also wants reassurances that America is not intending to attack Iraq, a long-standing Russian ally. None of these 
issues was on the summit agenda. 

Bush chose not to announce that the US now regards Russia as a market economy, the kind of fillip Putin and his 
supporters need to show the conservative old guard that there will be a payoff for a pro-Western policy that one retired 
Russian general has described as "geopolitical suicide". 

Instead, it was announced that the US commerce department will take a decision by June 14. Last week, the Senate 
also chose not to end 30 years of trade restrictions on Russia, opting instead to pass a non-binding resolution calling for 
permanent normal trade relations with Russia "in an appropriate and timely fashion" - legislative shorthand for putting 
an issue on the back burner. 

For his part, Putin was in no hurry to end the deal Russia signed with Iran in 1989 to transfer technology for the 
"peaceful use of nuclear energy". America believes it has sufficient evidence to demonstrate the diversion of Russian 
technology into weapons programmes. 

While no one close to the administration will talk openly about any kind of pressure that might be exerted to make 
Russia withdraw from its agreement with Iran, some officials are saying privately that economic sanctions are on the 
table. 

Some analysts suggest it will be not be easy for Russia to gain entry to the West's markets as long as the country's 
internal policies fail to measure up to Western standards of decency and fairness. 

Andrew Kuchins, of the Carnegie Endowment for International Peace in Washington, said: "The US should not be willing 
to trade off Moscow's support for the war on terrorism and on security issues in exchange for turning a blind eye to 
Russia's creeping authoritarianism and human rights violations in Chechnya." 


This article: 


http://www.news.Scotsman.com/international.cfm?id=568952002 
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’Carnivore’ Glitches Blamed for FBI Woes 

Problems With E-Mail Surveillance Program Led to Mishandling of al Qaeda Probe in 2000, Memo Says 
By Dan Eggen 

Washington Post Staff Writer 
Wednesday, May 29, 2002; Page A07 

The FBI mishandled a surveillance operation involving Osama bin Laden's terror network two years ago because of 
technical problems with the controversial Carnivore e-mail program, part of a "pattern" indicating that the FBI was 
unable to manage its intelligence wiretaps, according to an internal bureau memorandum released yesterday. 

An attempt in March 2000 to secretly monitor the e-mail of an unidentified suspect went awry when the Carnivore 
program retrieved communications from other parties as well, according to the memo, which was obtained by the 
Electronic Privacy Information Center (EPIC), a Washington-based advocacy group opposed to the technology. 

Carnivore, which has been renamed DCS 1000, is a computer program that allows investigators to capture e-mails 
sent to and from criminal and terrorist suspects. But the newly released memo indicates that, in at least one case, the 
program also retrieved e-mails from innocent people not involved in the investigation. 

The incident joined a rapidly growing list of alleged FBI mistakes made before Sept. 11, including evidence that FBI 
headquarters bungled the quest for a search warrant in the Zacarias Moussaoui case and ignored pointed warnings 
from an Arizona field agent about terrorists in flight training. It also invited fresh criticism of Carnivore, a program 
already derided by civil libertarians, and cast doubt on repeated FBI assurances that the program provides a "surgical" 
ability to grab targeted e-mails out of cyberspace. 

"Carnivore is a powerful but clumsy tool that endangers the privacy of innocent American citizens," said David Sobel, 
general counsel for EPIC, which obtained the memo through a lawsuit filed under the Freedom of Information Act. 
"We have now learned that its imprecision can also jeopardize important investigations, including those involving 
terrorism." 

FBI spokesman John Collingwood said yesterday that the case was a rare mistake that resulted from technical 
problems encountered by an Internet service provider, not by the FBI. 

"This is an uncommon instance where a surveillance tool, despite being tested and employed with the assistance of a 
service provider, did not collect information as intended," Collingwood said. 

The one-page memo at issue, dated April 5, 2000, and sent via e-mail, was intended to outline the problems that had 
arisen in a Denver terrorism case for Marion "Spike" Bowman, the FBI's associate general counsel for national 
security. Yesterday, Bowman declined to comment and authorities declined to identify the memo's author or provide 
further details about the case. 

The probe involved the FBI team that investigates suspected operatives of the al Qaeda network. It is known as the 
Usama bin Laden, or UBL, unit for the agency's spelling of the al Qaeda leader's name. The same unit has come under 
congressional scrutiny in recent weeks over its role in shelving a July 2001 memo from Phoenix FBI agent Kenneth 
Williams, who had suggested that al Qaeda members might be infiltrating aviation schools and requested that the FBI 
canvass them for Middle Easterners. 

In the latest case to come to light, the UBL unit acquired in March 2000 a warrant under the Foreign Intelligence 
Surveillance Act (FISA) for use against a suspect in an investigation based in Denver, according to the memo 
released yesterday. 

The names of the suspect and all others in the memo, except for Bowman's, were redacted from the copy provided to 


EPIC. 


The memo says that on March 16, 2000, the Carnivore "software was turned on and did not work properly," 
capturing e-mails involving both the target and others unconnected to the case. 

The memo goes on to say that "the FBI technical person was apparently so upset that he destroyed all the E-Mail 
take, including the take from the target. Collingwood, the FBI spokesman, said that the memo is incorrect and that 
the e-mails gathered in the operation were kept and remain under seal in the court that administers secret wiretaps. 

The memo makes clear that the Justice Department's Office of Intelligence Policy and Review (OIPR), which 
oversees FISA warrants, was enraged by the blunders in the case, in part because the Justice Department office was 
allegedly not told that Carnivore was considered experimental at the time. 


Referring to an official at OIPR, the memo's author says: "[To] state that she is unhappy with [the International 
Terrorism Operations Section] and the UBL Unit would be an understatement of incredible proportions." 

The memo also refers to an electronic communication outlining other "FISA mistakes" and alleges "a pattern of 
occurrences which indicate to OIPR an inability on the part of the FBI to manage its FISAs." 

One law enforcement official said last night that the passage may be referring to the ongoing problems with the 
affidavits submitted by the FBI to the Foreign Intelligence Surveillance Court, which approves surveillance requests. 
The court barred one FBI agent from submitting affidavits in late 2000 because of misrepresentations, and a broad 
review found similar problems in other cases, sources said. 

The FBI has been using the Carnivore system for almost three years, subject to court authorization, to tap into 
Internet communications, to identify e-mail writers online and to record the contents of messages. It does so by 
capturing "packets" of information containing those details. 

Civil liberties advocates and some lawmakers have expressed concerns because the system could scan private 
communication on the legal activities of people other than those under investigation. But agency officials have said 

repeatedly in response to criticism that the system poses no threat to privacy because it can take narrow, targeted 
slices of communication. 

That s what FBI officials told Congress in the summer of 2000, only a few months after the botched surveillance 
effort in the Denver case. 

Shortly before the Sept. 11 terrorist attacks, an FBI spokesman said the agency rarely used Carnivore because 
Internet service providers had become so adept at meeting the technical demands of approved surveillance of 
suspects Internet traffic. The agency said it had used Carnivore only twice from January through mid-August. 

Since then, the agency has repeatedly declined to discuss the number of times the system has been used in recent 
months, saying that the records of Carnivore's use are exempt from disclosure laws. 

Staff writer Robert O'Harrow Jr. contributed to this report. 
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Court OKs use of religious pot on federal lands 
Appellate ruling applies to 9 Western states, territories 

Bob Eqelko. Chronicle Staff Writer 

Wednesday, May 29, 2002 
©2002 San Francisco Chronicle 


URL: http://www.sfgatexom/cgi-bin/articlexgi?filc=/c/a/2002/05/29/MN161789.DTL 

If you're a Rastafarian who considers marijuana holy, it's legal to light up in Guam — and maybe in any 
national park on the West Coast. 

At least that seemed to be the conclusion of a federal appeals court in San Francisco, which said Tuesday 
that a 1993 religious-freedom law puts limits on prosecutions in the "federal realm" — specifically in a 
U.S. territory like Guam, or potentially within any other federal property. 

A conservative three-judge panel said a Rastafarian — whose Jamaica-based religion regards marijuana as 
a sacrament that brings believers closer to divinity — could not be federally prosecuted for merely 
possessing marijuana, a decision that upheld a portion of the 1993 Religious Freedom Restoration Act. 

The same reasoning would apply to drug prosecutions on other federal property, such as national parks, 
said Barry Portman, the federal public defender in San Francisco. He said marijuana possession for 
personal use is prohibited by federal law but is rarely prosecuted. 

The ruling did not help the defendant in the Guam case, however, as the court said he could be 
prosecuted for importing marijuana. 

"Rastafarianism does not require importation of a controlled substance, which increases (its) availability," 
the court said. 

That distinction doesn't make sense, said Graham Boyd, the American Civil Liberties Union lawyer who 
argued the case and plans to seek review by a larger appellate panel. 

"It's equivalent to saying wine is a necessary sacrament for some Christians but you have to grow your 
own grapes," he said. 

The religious freedom law protects religious practices from legal interference unless the government can 
show a compelling need for enforcement. It was prompted by a 1990 U.S. Supreme Court ruling 
allowing Oregon to enforce an anti-drug law against a Native American who used peyote for religious 
purposes. 

In 1997, the Supreme Court ruled that the federal statute was an unconstitutional interference with 
states' authority to enforce their own religiously neutral laws — but that ruling applied only to state 
prosecutions. 

On Tuesday the Ninth U.S. Circuit Court of Appeals in San Francisco said the 1993 law was a valid 
restriction on the federal government, reasoning that Congress had the power to create religious 
exemptions to laws it had originally passed. 

The ruling, which follows decisions by two other appeals courts, applies to California, eight other 
Western states, and the Pacific territories of Guam -- where the case originated — and the Northern 
Mariana islands. 








If it became a nationwide standard, it would also cover such federal enclaves as Washington, D.C., and 
Puerto Rico, defense lawyers said. 

The case involved Benny Toves Guerrero, a Rastafarian arrested at the Guam airport with five ounces of 
marijuana and 10 ounces of seeds. He was charged with importing the drugs from Hawaii. 

Guam's Supreme Court ordered the charges dismissed, saying Guerrero's religious practices were 
protected by Guam's "fundamental law." The appeals court disagreed, saying the fundamental law was 
passed by the U.S. Congress and contained no religious rights beyond those of federal law -- and that 
importing drugs wasn't a protected religious practice. 
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